Appendix A: Summary of Privacy Policy changes

Sections that are mostly or completely new to the 2024 Policy are in green text.

2021 Policy Sections

Section(s) where this information

appears in the new draft

Key Changes

1. Introduction

1. Introduction
1.1 About this policy
1.2 Who should read this policy

Separated into shorter,
explanatory sections. Some
text new or not carried over.

2. Definitions

2. ORCID Terms

Text shortened and
re-ordered in the new version.
Some definitions moved or
taken from elsewhere on
ORCID website

3. Choices You Have About
Sharing Information in your
ORCID Record

Referenced in 4.1

Content not transferred as a new webpage has been created with

this information.

4.0 Information We Collect
and How We Collect It

5. How and when we collect your
data

Brief introductory text only.
Slightly shortened in new
version

4.1 Information You Give Us

5.1 information you provide to us

Some text moved to a
different section (6.2) and
other text converted to bullet
point list

4.2 Information Provided by
a Third Party

No direct equivalent to this subheading

4.2.1 Trusted Organizations
& Trusted Individuals

5.2 Information third parties

Information mostly carried
over but reorganized in new
draft

4.2.2 Members

See 5.2

Text mostly added to
preceding section (5.2)

4.3 Information ORCID
collects from your use of
the Websites

5.3 Information collected from
your use of the Websites and
Registry

This section is now shorter
and is limited to listing what
data is collected, rather than
how it is used (see 6 for this
information)

4.4 Information from

5.4 Information from cookies and

Section now shorter as it links




2021 Policy Sections

Section(s) where this information
appears in the new draft

Key Changes

Cookies and other Tracking
Technologies

other tracking technologies

to ORCID's cookie widget and
settings

4.5 ldentity Providers

5.5 Alternate sign-in accounts

Largely the same text but
shortened slightly.

5.0 How we use the
information we collect

6. The data we use and how we
use it

6.1 Using our Websites and
Registry

6.2 Registering with ORCID

6.3 Creation, editing, management
and publication of ORCID Records
6.4 Contacting us

6.5 Subscribing to our optional
mailing lists

6.6 Acting as a representative of
ORCID Consortia and Member
Organizations

6.7 Applying for a grant from
ORCID

6.8 Registering for, attending or
speaking at an ORCID-hosted
event or webinar

6.9 Engaging with us and the
ORCID community

This section has been
expanded and changed
considerably in the new
version, with addition of new
described data uses and
scenarios, and inclusion of
lawful bases

6.0 How We Share
Information We Collect

7. Sharing your personal data

Some rewording and minor
text additions

6.1 With the Public &
Members

No direct equivalent to this subheading

6.1.1. The Registry

7.2 Sharing data with Trusted
Organizations and Trusted
Individuals,, and

7.1 Publishing and distribution of
ORCID Record data

Most text carried over, New
text added to reflect potential
for member organization
changes. References to T&Cs
removed

6.1.2 The Public Data File

7.1 Publishing and distribution of
ORCID Record data

Minor changes and some text
moved from other section(s)

6.2 With our Vendors

7.5 Data Processors

Text revised in entirety and
new associated web page
listing all processors proposed




2021 Policy Sections

Section(s) where this information

appears in the new draft

Key Changes

6.3 Commercial Use of Data

7.1 Publishing and distribution of
ORCID Record data

Removed references to T&Cs
and moved other text to 7.4

6.4 Government Data
Requests

8.3 Government data requests

This seemed to fit more
logically within the
international data transfer
information

6.5 Other

7.4 Legal reasons for sharing
personal data, and

7.1 Publishing and distribution of
ORCID Record data

Text moved - with minor
alterations - to different
sections

7.0 Reviewing and
Controlling your Data

Closest equivalents are:

4. Your privacy rights and choices
4.1 Privacy choices you can make
as a Record Holder

4.2 Privacy rights

4.3 How to exercise your rights

Text can largely be moved to
the proposed Privacy Settings
page(s), as referred to in 4.
Privacy Rights and Choices

8.0 Records of Deceased
Persons

Referenced in 17. Additional Privacy Information.
Content not transferred as it is proposed that a new webpage is

created with this information.

9.0 Transparency &
Removal of Data

9.1 Transparency and
Removal

Closest equivalents are:

4. Your privacy rights and choices
5.3 Information collected from
your use of the Websites and
Registry

6.1 Using our Websites and
Registry

Text can largely be moved to
the proposed Privacy Settings

page(s)

9.2 Data Retention

9. How long we keep your data

2021 text carried over with
minor additions, including
from 7.

10.0 Information Security

Your Responsibilities in
Securing Your Data (not
numbered)

Referenced in 13. Confidentiality and security of your data.

Content not transferred as it is proposed that an updated web page

is created with this information.

11.0 International Data
Transfer

8. Data storage and international
transfers
8.1 Data transfers where the EU /

Introductory text largely
carried over with some
amendments. Addition of new




2021 Policy Sections Section(s) where this information Key Changes

appears in the new draft

UK GDPR applies sections (8.1 and 8.2) and
8.2 ORCID and the Data Privacy some text moved from 6.4
Framework Program Government Data Requests to
8.3 Government data requests 8.3
12.0 Enforcement and 15.1 Governing Law, and Governing Law text copied
Arbitration; Governing Law | 14.1 Escalation Process over without change. Some

2021 text moved to 14.1

13.0 Children's Privacy 12. Children Some additional text but
mostly carried over intact
from 2021 version

14.0 Community 6.9 Engaging with us and the Some text carried over to the
ORCID community, and new data use sections, and
4.1 Privacy choices you can make remaining text can be moved
as a Record Holder (and new to the proposed Privacy
Privacy Settings page) Settings page(s)

15.0 Changes to this Policy | 16. Changes to this Policy Some rewording and minor

text additions

16.0 Questions or Concerns | No direct equivalent to this subheading

6.1 Questions or Concerns 14. Questions and Concerns Minor edits only
About our Privacy Policy

16.2 Questions or Concerns | 4.1 Privacy choices you can make Remaining text can be moved

About the Accuracy of as a Record Holder (and new to the proposed Privacy
Stored Data Privacy Settings page) Settings page(s)
16.3 Escalation Process 14.1 Escalation Process Text largely carried over, with

some additional text moved
from 2021 section 12 in new

version
16.4 Privacy Feedback 14.1 Escalation Process It was felt a separate section
Button was not necessary as

information could reasonably
be included in 14.1

17.0 ORCID Member Portal | No direct equivalent but information moved to different sections




